河北省互联网网络安全月报-2018年2月

[image: image1][image: image2.jpg]|

B &

« AR R 2 ARBLAHT ..o S
D) ARDRUE RS T . 2
Q) TRRER RN 2
(3) BB T AT .. 2
@) BRHBEFBRRRFRHRA ... 3
B RISEE TG oo 5

v A RATIE SRR S 5
(1) Apache j* i %2 4= 5
(2) Extreme Networks j* fih % 42 .6
(3) Joomla! Component CW Tags SQL FEA .8
(4) iBall iB-WRALSON SRR AHAGHATIM. ............ 8

N NN 275 ] 8

(1) G 0 0 % 22 4k 2 Al b BLIERG 1700 JT3E85

(2) FlE Bk A [EH B RHAT Al S Aol SOt sk 2 9




[image: image3.jpg]— LB R ARBAMT

2018 4F 2 [, LA IR 2 2 AR T N R . TR
LRI IEAT RAT RS, ELRIE 00 % U R AR IE W, AR
KA L% 490, ARYE CNCERT/CC 2018 4 2 H 444 2 4xl
YRR, AN AR ML AR T o7

(1) AT PR FA R BT

1y BEAMA sl AR R R 55 2% TP Sk e

2 Jifit, CNCERT/CC 863-917 o4 A= il F & L HE M E] 7341
ANES TP Ml 2538 Kl b X WL A S RV R Ao

2 PR KRB T s AR R R S5 25 1P b SIS

ST 1660 AT AR 11 TP kA JyA o) slifli R 4
HIIGSS 2o Ferhir b SEIE I E 28 ANA L) sk {l 7 R RSS2 1P
ik

3 ohE R A T sl R S 4 ML TP Skl A L

SEHE BTG A BB PP 52430 1P Btk 287449 4>, S
o AR A SRR R R A A UL TP Mk Sk 17995 A,
HedE BN L AP LT

(2) KRR B IRR AT

AH, BB CEER L L TP R 228004, TILAT S
TR U LR R TP M b 5334 A~

(3) BHEBP T U7

R4 ONCERT/CC [ 3 45 . www. zone-h. org~ www. zone-h. com. cn




[image: image4.jpg]B UL AR AR SR & ST, AR AL 6 16 TR,
AR, B U AR e

(@) B EBMBREF T

ARG AL A4 0 15 TR R B SR i AR B 5 L, A 3R
RSB LI R AP SR P IR A R G4 A -

e 1R 3 HIRI R R e SR 1 RO A0
Wl RYE BREAT AR HAH
Android 6281250 99.88%
BlackBerry 4597 007%
Symbian 3184 005%
Linux 9 0.00%
WinPhone 5 0.00%
108 1 0.00%
& andreid TSRS
W BlackBerry WinPhone
- 05 Symbian
® Linux “‘I";:
® Symbian
® wiptone e
Bl 3

A A RATE B T R AT L I X A A -




[image: image5.jpg]BRI E 1

1459450
11780

e

EE BRenEeEE I | CEEEEEES  EEE > 57173145

)

man

-
i i

P18 ;8384

H
P 2L E ) FLR I R AT o BB O A A

A B B IR0 R R AT A RO R e 4 A

s
A 2B 5 FLIBRI B P AR e P B f i R0 A

BRHKFFAR RBRE it
BRI 5979564 95.08%
FaR BT 176865 281%
WIRAT Iy 57963 0.92%
Jffr A 35055 036%
VA 16542 026%
K 9566 0.15%
R 6260 0.10%
RGWA 5416 0.09%
BEAAE 1815 0.03%





[image: image6.jpg]-

- zeon
- nen
g
- zueE
™ SRR
» SREF
R d
- mRsH

18 3T I 5

(5) W3R 18

A FEHEI 3 5 T TR AL SR 21 AR 1S,
BRRRS, BT JE S T e

= ARMLEERRE S

AH, M CNVD YRR AR B, ok P2 A
FE (5 AR GRS AR PSR 3K 1) T BER TR AT AR 4% Al AR
W E ST RS .

(1) Apache 7 2243

Apache POI J&[FPTIIZ (Apache) FfFHEE 4 i— AN TR
HPE.  Apache Jmeter S K JFUI Java R FIF2/T: Apache Hadoop
S EIFRI A AR GIERSEH: Apache NiFi J&— £ T Hiitif
P50 KT 53 K R 5K ApacheGuacamole & — ik o2 /it 2t P L 1l





[image: image7.jpg]950 AJH, EIRP AL ATAE L AR, i ml R AR R
BURAE B PUTE RIS R 55 5
CNVD YT ¥ H R T 4345 : Apache Geodecluster fi5 £

Apache Geode fLA%H 7l Apache Guacamole terminal emulator 2%

WX R . Apache Hadoop YARN NodeManager % it % i i

Apache Hadoop {5 Bt #% i (CNVD-2018-03273). Apache NiFi £
3T . Apache POI 4E46 /Il 55 il (CNVD-2018-03242). Apache
IMeter 3 2 iy & AT I . S, “ Apache POI #E 44 it %5 iR i
(CNVD-2018-03242). Apache IMeter 2 i & HATHR " (45417
G “EfE”. Hil, JRISZRA TR “Apache IMeter A fr &4k
AT DUNRFR IS AMERF . CNVD SR/ Bt FEAN T 3057,
JBE G 51 R 1 P 4 2 A i
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03221
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03254
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03281
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03249
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03273
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03217
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03242
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03472
(2) Extreme Networks /= %43




[image: image8.jpg]Extreme NetworksExtremeWireless WiNG J& 3 [H 4 it [ %
(Extreme Networks) 2] {f)— K CLHENMRIIT R A, 1%
HARFRATE 2 MR, Het 3 nl R PR SR AB IR 25 Baiti « 7ML
PREGATAEREARED S o
CNVD W A RHR L5 ExtremeNetworks ExtremeWireless
WING HE % 6 i ( CNVD-2018-03320 . CNVD-2018-03321 ) |
ExtremeNetworks ~ ExtremeWireless WiNG 4 4 Jit % W i
( CNVD-2018-03323 . CNVD-2018-03324 ) . ExtremeNetworks
ExtremeWireless  WiNG £ [ 4 J1 i§ i . Extreme Networks
ExtremeWireless WiNG £ f 4 il 4% it i i . ExtremeNetworks
ExtremeWireless WiNG 4% AES # #1iifl. ExtremeNetworks
ExtremeWireless WiNG i i #i il (CNVD-2018-03317). 3+,
“ ExtremeNetworks ExtremeWireless WIiNG i # /it % ¥ i
( CNVD-2018-03323 . CNVD-2018-03324 ) . ExtremeNetworks
ExtremeWireless WiNG BUREETHIEF " (045 & 1090y “wafe”. HAT,
T BLRAT T R EAMET . CNVD 2R R T3 T
S, G5 SR 1 2 e A i
SH
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03320
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03321
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03323

http://www.cnvd.org.cn/flaw/show/CNVD-2018-03324




[image: image9.jpg]http://www.cnvd.org.cn/flaw/show/CNVD-2018-03326
http://www.cnvd.org.cn/flaw/show/CNVD-2018-03318

http://www.cnvd.org.cn/flaw/show/CNVD-2018-03325
http:/www.cnvd.org.cn/flaw/show/CNVD-2018-03317

(3) Joomla! Component CW Tags SQL FEAJR
Joomla! /3% [H Open Source Matters FIBAIF- 4 fy—£EFF U519 P9 75
I AG(CMS). AJH, Joomlal Wi FE{A1E SQL ¥ENK, Heiti#
W GRS B SR s U ) SRS SO R P 2 e e o
WERRI. FAT, R MR R AR IS AR . CNVD 282 KM
FUR SR AT DRI A o
B
http://www.cnvd org cn/flaw/show/CNVD-2018-03430
(4) iBall iB-WRA150N SZRERTHAT IR
iBall iB-WRA 150N J2EIEE iBall 22 7] () — sk T4 h 837 k. A
Ja . iBall 4 3% A7 7 3 B AR D PAT W, O R Bk A A B
Diagnostics I 5 (4% 28 (PING) Kl 241 shell Jo4F
FIRZIRRIAT B R G %o HAT, | MR R AR AR .
CNVD $2RE K B KT R E 0T, ASRIUR R AR A o
BH
http://www.cnvd.org.cn/flaw/show/CNVD-2018-04192
=, Sl FHiE
COFEE XS4 32405 2l 4 LU G 1700 T 3EB5 I 3K
cnBeta. COM1 J3 30 FIW L, EAEHERIN “WannaCry” #hZ7i




[image: image10.jpg]S AR ERA R T IR G, T 9 [ O AR AN AR . A
Engadget fitilf, Jy T MR & Ml Z W78 S S P i, A6
IR AR FLAR 24 ) dll 3 ARG 1700 J33€85 (29151 12 RMB) 1)
Tk XTUETIHIE, JLISEARKEL 2016 4F 8 JiBILH) NIS H4-1)
1517, LR DR A5 O R T 2 2 Bt e 46 B2, SERIBUR
HHE NIS #5495 NZE I AR, DURG EEE R, 2By
SERBEEG . AT Al 5 AR R UM A R R . DR St
FERE R R A RIS, SHCRHR B “ BRI TR, JLgeit
TESAF 8-9 A, JEEBUFH DA MLZ BT R HXARRIAT L
JIERI “HERBZ T RS WARMIE . ETELMY, KEBRTS
FEIERH P .

(2) FEH L EBFEATLERE A R R G

2 9 HRIFS, EHOEHER SN ER, ES5KEE
KT AR E AT TS0, S8 20— B ERLE S
[0 S U AR I R SRESAE AL EAT FTOEAN . 2P B HIX P 42
FARY KL IR FER RS (CFIUS) (AL, BLIEp ROl
[E SRR o XA PSR SAIRAD T RN BUR 3




